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Abstract
Electronic communities are at the forefront of many individuals’ personal lives.  Social networking 
communities such as Facebook.com and MySpace.com afford personal communication to either the entire 
world or a specified group of individuals.  Little research, however, has examined the underlying factors 
which may play a role in an individual’s contribution to those communities.  More specifically, researchers 
need to answer the following question: what conditions must be satisfied for an individual to disclose 
personal and/or private information about themselves in an online community?  The authors address this 
question by applying both Communication Privacy Management and Social Penetration theories from the 
communication literature in an exploratory model of individual self-disclosure.  Through a Partial Least 
Squares analysis of data collected from 123 Facebook.com and MySpace.com users, findings show strong
relationships between privacy risk beliefs, reciprocity, and trust in individuals’ decisions to engage in the 
five dimensions of self-disclosure in electronic communities.
Introduction
The utilization of electronic communities such as online social networking sites is currently undergoing considerable growth.  
Communities such as Facebook.com and MySpace.com provide users with the opportunity to express themselves online and
to “stay connected” with either a small, specified group or the entire user base.  As individuals increasingly express 
themselves to others online, however, debates regarding privacy concerns flourish. For example, recent discourses provided 
by the United States’ Attorney General and multiple state Attorney Generals (e.g. BusinessWeek, 2006) have expressed 
concern for self-disclosure and privacy of individuals within these communities.  Therefore, as little research has examined 
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these concerns of communities’ members, assessing why people feel comfortable with releasing personal and/or private 
information while online is of considerable interest to researchers and the general public alike.
In this paper, the authors attempt to further the research community’s understanding of why people feel content in yielding
sensitive information to such a vast audience. More specifically, the exploratory question “what conditions must be satisfied 
for an individual to disclose personal and/or private information in an online community?” is addressed. Factors such as 
privacy risk beliefs, reciprocity, and trust are examined to see how they relate to the five dimensions of self-disclosure (i.e. 
amount, depth, honesty, intent, and valence) (Wheeless, 1978; Wheeless & Grotz, 1976).  Following a literature review, a 
theoretical model based on Communication Privacy Management (Petronio, 2002) and Social Penetration (Altman & Taylor, 
1973) theories as well as previous research is developed. The testing of the model using data collected from a university
student sample and an explanation of the findings is offered.
Literature Review
Computer-mediated communication (CMC) has been hailed as possibly providing individuals with interaction “that is more 
socially desirable than [they] tend to experience in parallel [face-to-face] FtF interaction” (p. 17), or what is termed 
hyperpersonal interaction (Walther, 1996). Some researchers state that CMC’s lack of synchronicity and increased 
anonymity contribute to such rewarding interaction (e.g. Joinson, 2001; Tidwell & Walther, 2002; Walther, 1996).  Through
CMC, individuals may be able to present themselves in a selective fashion before their audience (e.g. Schau & Gilly, 2003), 
overcome their shyness and fear of immediate negative feedback (Stritzke, Nguyen, & Durkin, 2004), and cope more easily 
with their loneliness (Morahan-Martin & Schumacher, 2003). Computer- mediated environments afford researchers many
opportunities to examine the online communication activities of individuals and groups.
A specific form of communication, self-disclosure, involves an individual’s disclosing of personal and/or private information
to others. Self-disclosure has been “loosely defined as what individuals verbally reveal about themselves to others (including 
thoughts, feelings, and experiences)” (Derlega, Metts, Petronio, & Margulis, 1993, p. 1). This disclosure likely makes the 
individual feel vulnerable to the messages’ recipients (Derlega et al., 1993), whether the target of communication is another 
individual, individuals within a group, or an online organization.  Furthermore, feelings of vulnerability escalate as more 
intimate disclosure occurs.  While self-disclosure is not synonymous with intimacy, self-disclosure is “one major factor in the 
development, maintenance, and deterioration of a relationship” (p. ix), and, as such, may lead to subsequent, highly-intimate 
exchanges and relationships (Derlega et al., 1993). Computer-mediated environments are a particularly important setting for 
such communication as intimacy levels may be controlled by the individual(s) (e.g. Morahan-Martin & Schumacher, 2003).
Online self-disclosure has been studied in several ways.  The e-commerce setting or marketing perspective, however, seems 
to have a prominent stronghold on the research (e.g. Andrade, Kaltcheva, & Weitz, 2001; Hui, Tan, & Goh, 2005; Metzger, 
2004; Nickel & Schaumburg, 2004; Olivero & Lunt, 2004; Paine et al., 2006).  For example, the relationships between 
privacy policies, company reputation, and reward systems as factors influencing individuals’ self-disclosure to companies
have been examined (Andrade et al. 2001).  Also, research has listed the seven extrinsic and intrinsic motivations underlying 
consumers’ decisions to participate in online information disclosure to e-organizations (Hui et al., 2005).  While the previous 
statements list only a few ways online disclosure has been examined, one particular area that requires expanding is 
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individuals’ self-disclosure to other members within electronic communities. Electronic communities provide a plethora of 
communication opportunities due to the great diversity of its members.  As these electronic societies continue to burgeon, 
some with nearly 50 million unique visitors a month (Vara, 2006), the current period affords researchers the opportunity to 
capitalize on the communities’ successes by studying their members and their members’ communication activities.  
Furthermore, with much focus shifting to individuals’ online privacy, understanding the factors underlying the self-
disclosures of individuals within their communities has never been more important.  Therefore, this paper aims to provide 
some initial explanations as to why personal disclosure takes place to such a vast and diverse audience.  In the following 
sections, the development and subsequent testing of a model of self-disclosure in electronic communities is explained to 
expand the knowledge on this topic.
Hypotheses Development
As “social animals” (Moon, 2000, p.325), our nature is to communicate and to create relationships.  Self-disclosure is one of 
the major ways individuals perform both functions simultaneously.  The act of releasing personal and/or private information 
in the form of thoughts, feelings, or experiences (Derlega et al., 1993) to others relieves us of the energy-draining activity of
holding that information within us (Pennebaker, 1989).  However, in order to regain this internal energy and satisfy the
“evolutionary bias” (Moon, 2000, p.325) to belong, individuals must regulate the delicate balance between their perceptions 
of privacy and communication activities.  
Communication Privacy Management (CPM) theory (Petronio, 2002) provides us with an explanation of how this balance is 
maintained.  Prior to communication, individuals engage in the development of personal privacy boundaries to protect the 
integrity of their discussion content.  The establishment of privacy boundaries is essential due to the vulnerability individuals 
face in their disclosures, especially when the disclosure involves their deepest emotions and beliefs.  This vulnerability is 
defined here as privacy risk beliefs, or, borrowing from Malhotra et al. (2004), “the expectation that a high potential for loss 
is associated with the release of personal information to [others in their electronic communities]” (p. 341).  As people become 
more open in their dialogue, privacy risk beliefs likewise increase.  Formed by specific rules according to cultural, gendered, 
motivational, contextual, and risk-benefit ratio criteria, privacy boundaries provide individuals an opportunity to shield 
themselves from this vulnerability.
Once privacy boundaries are established and coordinated with the recipients, several actions occur.  One of the actions 
involves individuals allocating “trust credit points” (p. 178) to the others within the shared boundary (Petronio, 2002). Under 
the assumption that these persons are trustworthy, the individual apportions “up front” trust credit points to others which may 
be increased or decreased according to subsequent activity.  Therefore, continued communication held in confidence results 
in more trust credit points awarded because privacy risks are effectively minimized, whereas a deduction is taken should 
breaches in privacy occur. Though not set in online, person-to-person or person-to-group interaction, some research has 
already noted the link between lowered privacy risk and increased trust resulting in self-disclosure to companies (e.g. 
Metzger, 2004; Metzger, 2006; Metzger, 2007; Nickel & Schaumburg, 2004).  Therefore, it is posited that subdued privacy 
risk beliefs result in an individual maintaining higher levels of trust in those individuals within their specific community.
H1: Individuals’ privacy risk beliefs in their electronic community will be negatively associated with their trust in 
others in the community
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Figure 1.  Theoretical Model
Based on the social exchange theory of how individuals weigh the costs and benefits of engaging in interaction (e.g. Thibaut 
& Kelley, 1952), Social Penetration theory (Altman & Taylor, 1973) posits that another factor may be essential in trust 
generation: reciprocity.  The norm of reciprocity “refers to the tendency for recipients to match the level of intimacy in the 
disclosure they return with the level of intimacy in the disclosure they receive” (Derlega et al., 1993, p.33).  In other words,
reciprocity may be thought of as quid pro quo communication (Jourard, 1971) or “I’ll tell you something if you tell me 
something first.”  Altman and Taylor (1973) state that individuals in relationships gradually escalate their disclosures, both in 
level of intimacy and range of topic, in a systematic fashion as the relationship evolves.  Therefore, “being willing to 
reciprocate self-disclosure allows people to test successively deeper levels of disclosure and thereby to build trust in 
incremental steps over time” (Derlega et al., 1993, p. 24). Thus, feelings of reciprocity in an online environment should
result in the trust in other users.
H2: Individuals’ perceptions of reciprocity will be positively related to trust in others in the electronic community
When individuals perceive that the level of vulnerability resulting from a potential disclosure would exceed that of the 
benefits obtained, they simply refrain from self disclosure (e.g. Derlega et al., 1993; Kelvin, 1977).  Again, one way that 
individuals mitigate this potential vulnerability is to manage privacy boundaries (Petronio, 2002).  When the individual 
believes that an acceptable level of privacy has been established, the risk of undesired vulnerability to others is lessened, 
thereby resulting in the increased likelihood of the individual engaging in disclosure. In other words,
H3: Individuals’ privacy risk beliefs will be negatively related to their self-disclosure in the electronic community*
Likewise, “how much information is shared is highly dependent on the person’s trust in the other party [or parties]” (Nickel 
& Schaumburg, 2004, p.1232). Also, trust may be “the most important influence on information disclosure” (Metzger, 2004, 
p.4) as previous research has alluded to (e.g. Wheeless, 1978). Moreover, individuals have been shown to endure high levels 
* Note: As the current research is exploratory in nature and in order to save space, hypothesized relationships 
regarding self-disclosure are stated by single hypotheses rather than five, each relating to self-disclosure’s 
individual dimensions.
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of vulnerability through disclosure if trust in the recipient is high (e.g. Rawlins, 1983).  Therefore, it is expected that trust will 
play a major role in an individual’s self-disclosure in their online community, regardless of levels of vulnerability.
H4: Individuals’ level of trust in others in their online community will have a positive association with their self-
disclosure in their electronic community
Returning to the social penetration theory (Altman and Taylor, 1973), reciprocity is the means by which individuals develop 
and test relationships.  As time passes, increased reciprocity possibly yields deeper relationships and understanding.
Analogous to an onion, individuals maintain many layers, some of which are never shed unless communication between 
others escalates over time (Altman & Taylor, 1973). The amount of time needed to build strong relationships and shed the
outer layers to reach the inner core, however, may change considerably due to one’s setting and circumstance (e.g. Walther, 
1996). Noting the previous research on reciprocity’s relationship to disclosure, Moon (2000) states that “[t]here is substantial 
evidence that people will engage in intimate self-disclosure – even with relative strangers – if they first become the recipients 
of such disclosure from their conversational partners” (p. 324).  Thus, regardless of any major time constraints, reciprocity 
should exhibit important relationships in the self-disclosures of online-community users such that “disclosure begets 
disclosure” (e.g. Jourard, 1971; Moon, 2000, p. 324).
H5: Individuals’ perceptions of reciprocity will have a positive association with their self-disclosure in their 
electronic community
Methodology
Data Collection
Business students in various disciplines at a mid-sized, public university in the southeastern United States participated in the 
study.  As reward for their participation, students were offered extra credit in their class.  A total of 252 paper-based 
questionnaires were issued, 173 of which were returned for a response rate of 69%.  As some questionnaires were not 
completed and others indicated that the respondents used neither of the two target communities (i.e. Facebook.com and
MySpace.com), the final sample size was reduced to 123, or roughly 49% of questionnaires issued initially.  Sample statistics 
and demographics are shown in Table 1.
Measures
Self-Disclosure.  Wheeless’ (1978) measures for the five dimensions of self-disclosure (i.e. Amount, Depth, Honesty, 
Conscious Intent, and Valence or Positiveness) were adapted to measure online self-disclosure within respondents’ electronic 
communities.  Sample items include “My self-disclosures online are completely accurate reflections of who I really am,” “I 
often discuss feelings about myself online,” and “I usually disclose negative things about myself online.”  In total, 31 self-
disclosure items were used in the survey, but validity tests limited the items to 24.
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Table 1. Sample statistics
AGE 21.4 years
GENDER
  Male 68 55%
  Female 55 45%
INTERNET EXPERIENCE 7.2 years
COMMUNITY*
  Facebook 111 90%
  MySpace 68 55%
USAGE+
  Less than once a month 5 4%
  Few times a month 6 5%
  Every week 13 11%
  Several times a week 18 15%
  Once a day 33 27%
  Several times a day 48 39%
* Some respondents were members of both communities
+ Percentages total more than 100% due to rounding
Table 2.  Nonparametric Intercorrelations*
1 2 3 4 5 6 7 8 9 10 11
1 Age N/A
2 Gender 0.014 N/A
(0.878)
3 PR Beliefs 0.033 -0.378 0.926
(0.714) (0.000)
4 Reciprocity -0.009 0.329 -0.351 0.909
(0.920) (0.000) (0.000)
5 SD Amount -0.02 -0.071 -0.304 0.292 0.855
(0.829) (0.435) (0.001) (0.001)
6 SD Depth -0.005 0.251 -0.427 0.493 0.679 0.863
(0.954) (0.005) (0.000) (0.000) (0.000)
7 SD Honesty -0.046 -0.183 -0.022 -0.025 0.084 0.016 0.889
(0.611) (0.042) (0.808) (0.782) (0.355) (0.858)
8 SD Intent -0.039 -0.173 0.048 -0.038 -0.017 -0.189 0.685 0.838
(0.672) (0.056) (0.600) (0.680) (0.852) (0.036) (0.000)
9 SD Valence -0.058 -0.279 0.139 -0.238 -0.244 -0.436 0.46 0.48 0.851
(0.523) (0.002) (0.126) (0.008) (0.007) (0.000) (0.000) (0.000)
10 Trust -0.072 -0.164 -0.15 -0.02 0.093 -0.004 0.488 0.338 0.331 0.905
(0.428) (0.070) (0.097) (0.825) (0.306) (0.968) (0.000) (0.000) (0.000)
11 Usage -0.076 -0.184 0.073 -0.104 0.132 0.066 0.1 0.12 0.218 0.063 N/A
(0.405) (0.041) (0.423) (0.250) (0.146) (0.467) (0.269) (0.185) (0.016) (0.487)
*Numbers in bold indicate correlations with p < 0.10.
Numbers on diagonal are internal consistencies.
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Trust.  Four items of Jarvenpaa and Leidner’s (1999) measure of trust in global virtual teams were adapted to measure trust 
within an individual’s online social network.  Sample items include “Overall, the people in my online social network are very 
trustworthy” and “I can rely on those with whom I disclose personal information to in my online social network.”
Privacy Risk Beliefs.  Malhotra, Kim, and Agarwal’s (2004) privacy risk beliefs were altered to measure perceived privacy 
risk beliefs when giving personal information to others in electronic communities.  Sample items include “In general, it is 
risky to give my private information to others online.”
Reciprocity.  Three items were created to measure an individual’s perceived obligation to return disclosure once it is 
received: One item from Kankanhalli, Tan, and Wei’s (2005) measure and two items from Wasko and Faraj’s (2005) measure 
served as the foundation.  It should be noted that the previously-published scales aforementioned refer to reciprocity as the 
expectation of the individual that his/her contribution will be matched by others.  The communication literature, rather,
specifies that reciprocity is the belief of the individual that others’ contributions are expected to be returned and matched (e.g. 
Jourard, 1971).  In maintaining consistency with the communication literature, the items were developed accordingly to 
reflect the latter perspective.  Sample items include “When others disclose personal information online, I believe that they 
expect me to do the same” and “I know that other users online disclose information about themselves, so it is only fair to do 
the same.”
Controls.  Three controls were used throughout the study: age, gender, and usage of the electronic community.  Age was 
included because disclosure patterns and privacy boundaries may likely change as an individual’s experiences increase (e.g. 
Petronio, 2002). Significant gender differences have been shown in the disclosure literature (e.g. Derlega et al., 1993), and 
an individual’s usage of the electronic community may likely influence both their trust and disclosure levels.
Data Analyses
The data and hypothesized relationships were examined with PLS (PLS-Graph, Version 3.00), a component-based, structural-
equation-modeling application which allows for the simultaneous modeling of measurement and structural models while 
placing minimal constraints on distribution of data and sample size (Barclay, Higgins, & Thompson, 1995).  The first step in 
assessing the measurement model was to test for convergent validity within the constructs.  Items not maintaining outer 
loadings of 1.96 or greater were dropped from the model (Gefen & Straub, 2005).  Once convergent validity was established, 
discriminant validity was assessed following the guidelines specified by Gefen and Straub (2005).  Low-loading and high 
cross-loading items were also dropped from the model.  The analysis indicated eight distinct factors, five of which 
represented the dimensions of self-disclosure.  The constructs composed of the remaining items were examined again in order 
to determine internal consistency measures (Fornell & Larcker, 1981).  Whereas the traditional method of measuring internal 
consistency (i.e. Cronbach ) assumes that each indicator equally contributes to the construct, the internal consistency 
measures provided by PLS and derived from Fornell and Larcker (1981) do not (e.g. Barclay, Higgins, & Thompson, 1995).  
All internal consistencies of revised constructs measured well above Nunnally’s (1978) suggestion of 0.70.  Nonparametric 
intercorrelations, as well as internal consistency values, are shown in Table 2. The PLS results of the model are explained in 
the next section.
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Table 3.  Results of Hypotheses Tests
DV Trust DV
SD 
Amount
SD 
Depth
SD 
Honesty
SD 
Intent
SD 
Valence
Controls: Controls:
  Age 0.01   Age 0.05 0.09 -0.02 -0.04 -0.04
(0.11) (0.40) (0.89) (0.18) (0.30) (0.65)
  Gender -0.26**   Gender -0.22* 0.07 -0.11* -0.11 -0.09
(2.20) (1.79) (0.87) (1.74) (1.19) (1.05)
  Usage -0.05   Usage 0.16** 0.17* 0.11 0.12 0.18*
(0.46) (2.24) (1.94) (1.06) (1.22) (1.67)
Predictors: Predictors:
  H1: PR Beliefs -0.27**   H3: PR Beliefs -0.32*** -0.27*** -0.07 0.01 0.03
(2.26) (3.31) (3.29) (0.89) (0.01) (0.18)
  H2: Reciprocity -0.01   H4: Trust 0.01 0.02 0.46*** 0.29*** 0.30***
(0.48) (0.16) (0.24) (5.35) (2.79) (3.19)
    R2 0.07   H5: Reciprocity 0.28*** 0.41*** -0.04 0.06 -0.15
(3.32) (5.66) (0.05) (0.57) (0.98)
   R2 0.233 0.384 0.239 0.114 0.167
Path coefficients (t-statistics)
* p < 0.10  ** p < 0.05  *** p < 0.01
Results
The first hypothesis tested the relationship of privacy risk beliefs and trust in others within the electronic community.  Results
(see Table 3) show that the respondents’ levels of privacy risk beliefs significantly and negatively related to the amount of 
trust in others in their community.  Reciprocity was also hypothesized to assist in forming a trust foundation (Hypothesis 2).  
While this main relationship with trust was expected, reciprocity had no significant influence on trust.  In assessing the 
association with privacy risk beliefs, trust, and reciprocity with the different dimensions of self-disclosure, however, all 
hypotheses showed some significant paths. (It should be noted again that each of the dimensions of self-disclosure acted as 
endogenous variables in the model due to the exploratory nature of the topic.) For example, privacy risk beliefs significantly 
and negatively related to the amount and depth of an individual’s disclosure (Hypothesis 3).  Trust, on the other hand, related 
significantly to the honesty, intent, and valence of one’s communication within the community (Hypothesis 4).  And, 
hypothesis 5, which assessed reciprocity’s association with self-disclosure’s dimensions, showed significant relationships 
with the same dimensions of disclosure as privacy risk beliefs did in hypothesis 3 (i.e. amount and depth).  Table 3 also 
shows the influence that the control variables gender and usage had on disclosures. Age did not exhibit significant 
relationships with any of the dimensions.
Discussion
In the model, privacy risk beliefs and reciprocity were specified to form a foundation of an individual’s trust in others within 
their electronic community.  The model also specified that privacy risk beliefs, trust, and reciprocity have significant 
associations with an individual’s self-disclosure within their electronic community.  With regards to fostering trust, it appears 
that reciprocity maintains a minimal, non-significant influence on trust when privacy risks are simultaneously mitigated.  
Therefore, the minimizing of privacy risks may overshadow the influence of reciprocity in trust building within electronic 
communities.  Of most importance perhaps are the findings that privacy risk beliefs, trust, and reciprocity all play a major 
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role in the disclosure of individuals in electronic communities.  Furthermore, it is interesting to note is how privacy risk 
beliefs and reciprocity relate to the same two dimensions of disclosure (i.e. amount and depth), whereas trust relates 
significantly to the other three dimensions of disclosure (i.e. honesty, intent, and valence).  As honesty, intent, and valence 
appear to represent the “deeper” and likely more vulnerable dimensions of disclosure, the model shows that only the 
foundation of trust was significant in assisting individuals in “opening up” to others online.  In other words, if individuals do 
not trust those with whom they communicate in communities, they are not likely to fully disclose themselves regardless of 
how private their communication may be or how strong their feelings to respond to others’ disclosures are.
The findings have major implications for researchers and practitioners alike.  Researchers wishing to study disclosure or 
communication patterns within electronic communities need to establish whether the individuals they study feel that privacy 
risks have been minimized and that the individuals trust those with whom they converse.  Any attempt to study such patterns 
without the presence of these factors may likely lead to inaccurate conclusions as the material being studied may not 
accurately reflect individuals’ feelings and emotions.  In spite of the fact that this study examined interpersonal disclosure 
online, it is also believed that organizations utilizing e-commerce models to elicit consumer disclosures can benefit from the 
findings herein.  Just as researchers need to rely on accurate data to produce reliable results, so too do businesses desire 
accurate consumer responses to correct faulty practices and to market their products appropriately.
Conclusion
This paper examined individuals’ self-disclosure activities within electronic communities.  In particular, the roles that privacy 
risk beliefs, reciprocity, and trust play in the decisions of communities’ members to disclose personal and/or private 
information to others were evaluated.  From a sample of 123 Facebook.com and/or MySpace.com users, a partial least 
squares analysis showed significant relationships for the theoretical model.  The findings are important for both future 
research on the topic of disclosure in online communities and the current public debate regarding online privacy concerns.
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